User guide for Member to submit Cyber Security Audit Report

A) Registration of Auditor

1) Admin User need to create 2 user ids in Member Portal.

a) One user id for the user at member’s end who will register Auditor and submit the final Audit
Report from member’s end. Here Admin will assign ‘ENIT- NEW-TRADF’ role to user
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b) Then second user id is to be created for Auditor. Here Admin will assign ‘ENIT-Cyber Security’
role to Auditor
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2) Member User having ENIT-NEW TRADE, will now have to register Auditor in ENIT. User will get below
screen after login. User need to click on ENIT-NEW-TRADE.
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3) After clicking on ENIT-NEW-TRADE, user will get below screen. Click on Trade > Cyber Security > Display
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4) Click on New Auditor for registering Auditor for the current period.
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5) Fill the details for Auditor Registration.
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6) On selecting Audit Period User will get below screen. Ensure that you are registering Auditor for the
oldest period and Click on ‘Ok’ button.
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7) While Entering Login details, it is to be noted that the Auditor Login details should be same as that in
Member Portal.
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8) After entering all details click on Submit. On submitting you will get below pop-up, click on ‘Ok’
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9) On clicking ‘Ok’ user will get below message of successful Auditor registration.

Warning

A\ tuditor Registration Done Successiully.

Auditor Registration completed here. Auditor will submit the report. Once Auditor submits the report
below procedure to be followed.



B) Submission of Audit Report by Member

1) Once Auditor submits the report in system, Member have to login in system. Click on Enit -NEW-TRADE
> Trade > Cyber Security >Cyber Security Member MIS.
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2) Select period and click on Search button
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3) Click on Reference No. link
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4) Fill require Contact Person Details, download Audit report from the link given in red font. Update
Trading Member Management Comments in the excel report.

(" Indicates Mandatory) Add Cyber Security Audit Report
TM Code: 12345
TH Hame: XYZ
Category of Trading Member: TYPE3
Period of Audit: APRIL 01, 2019 TO MARCH 31, 2020
Audit Firm Name ABC Ltd
Certifications CERT- IN Empanslled Auditor
Contact Person Details* Contact Person Name

Manoj
Contact Person Mobile No
4563463648
Contact Person Email
manaj@member.com
Status of Report Submitted SUBMITTED TO MEMEER

Cyber Security Audit Report Submitted By Auditor
Click here to download Cyber Security Audit Report Submitted By Auditor

Auditor Report Upload#® Chooze File | Mo file chosen

5) Browse and upload the report having management comments and then click on submit.

Certifications CERT- IN Empanelled Auditor

Contact Person Details® Contact Person Name

Manoj

Contact Person Mobile No

4563453546

Contact Person Email

Status of Report Submitted SUBMITTED TO MEMEBER

Cyber Security Audit Report Submitted By Auditor
Click here to download Cyber Security Audit Report Submitted By Auditor

Auditor Report Upload* Choose File §Auditor_Rep..2%digi.xlsx

6) User will see the preview of report on screen. User can check error if any in Error Description column
which is the last column in this preview screen. If there is any error given, click on ‘Back’ button in the
middle bottom of the screen and upload the report again after doing necessary changes.



7)

{* Indicates Mandatory)

m}
TOR Clauses

Audit  Details
TOR
Clause

1 Governance

1ia) Whether the Stock Briker has
formulated a comprehensive
Cyber Security and Cyber
Resilience policy document
encompassing the framewiork

of deviations from the suggested
framework, whether reasons for
such deviations, technical or
otherwise, are provided in the
policy document? Is the policy
document approved by the Board
/! Partners / Proprietor of the
organization?

1(b) The Cyber Security Pelicy should
includes the following process to
identify, assess, and manage

menticned in the circular? In case

Add Cyber Security Audit Member Report

Audited Audited Observation Description of
Date By HNo finding
fobservation
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2020

19-Apr-  ABC 1 IT
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Department

Status/Mature

of Finding

Compliant

Non
Compliant

Risk
Rating of
Findings

High Risk

Medium
Rizk

Root Cause Anlaysis

If there is no error, user will get ‘Next’ button at the bottom of the screen. Click on the ‘Next’ button.
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Tic) The training programs should be
reviewed and updated to ensure
that the contents of the program
remain current and relevant.

] Systems managed by vendors

dia) Where the systems (16T, Back
office and other Customer facing
applications, IT infrastructure,
etc.) of a Stack Brokers /
Depositery Participants are
managed by vendors and the
Stock Brokers / Depository
Participants may not be able to
implement some of the
aforementioned guidelines
directly, the Stock Brokers /
Depositery Participants should
instruct the vendors to adhere to
the applicable guidelines in the
Cyber Security and Cyber
Resilience policy and obtain the

them to ensure compliance with
the policy guidelines.
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8)

9)

Click ‘Ok’ on pop-up message

Apps @ Member Ship (& ENIT NEW ert title here
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Download Cyber Security Audit Report and Click on [SIGM PDF] for PDF [
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Download the PDF report by clicking on ‘Cyber Sec Audit Report’ link. Click on ‘Sign PDF’
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Plese download auditor neport and upload same for digital signing

updt Report Click Pere to download Cyber Sec kudit Report in POF format,

Ul Auit Report* ign 5

10) On clicking Sign PDF, user will get pop-up as shown in below screen, click on ‘Ok’. Then user will be

able to browse the report. Select the same PDF report which is downloaded without renaming.
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Upload Audit Reports prep




11) After browsing, user will get a window for selecting Signature. Select the signature and click on ‘Sign’
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12) Save the signed file in your system and browse the same after clicking on ‘Choose File’ button. Now
click on Submit button.

Ch Code: 1123

TM Mame: X¥7

Category of Trading Memberd: TIPES

Period of Audit: APRIL 01, J01% TO MARCH 31, 2030
ALKSE Firm Naime ABL Lta

Certifications CERT- IN Empanelled Auditor

Please dewnioad auditor report and upload same for digital signing
Audit  Report Click here to downioad Auditor Report in PDF format

Upload Audity  Report® Choose Féa Mo file chosen CoUsers' Admin' Dovwnloads' Auditor_Report_206_10042020185%05-signed. pdf




13) Member can check the status in Cyber Security Member MIS Report

Cyber Security Member MIS Report
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14) Further, if Auditor has given ATR requirement, member need to submit the ATR in system by clicking
on the link given in Cyber Security Member MIS Report.

ﬁ Compliance = Trade~ Membership -

Cyber Security Member MIS Report

Member Name | YT Member Code s0010 Req Ref No
Statl-'s.or Select v Audit pericd APRIL 01, 2020 TO SEPTEMEER 30, 2020 v

Preliminary

Audit Repart

Export: @)
sr. . Memier - . Auditor Firm | Audibor Status of Preliminary  Audit Compli
No. Reference Mo. ATR Pending Mamber Code  Member Mame Category Audit Report Period Name: Qualification | Audit Report e

x x x x x ® ® * x
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15) Fill the require details > Click on Declaration Checkbox > Submit




£} Wecame | 3] ENIT-NEW-TRADE

Cyber Security Audit ATR Submission

Status OF . .
ToR Finding [Risk rating e e R
Clause(TOR Description Description Of Finding Reported [Reported By |Suggestive Corrective Action Status of . e
- Managementi=. .. Rating Motified If
Mo By Wuditor Finding
luditor Comment iy

[The Cyber Security Policy
should includes the
[following process to
lidentify, assess, and
manage Cyber Security
risk associated with
processes, infermation,
networks and systems: a.
identify | critical IT
lassets and risks associated
Iwith such assets. b.
tProtect } assets by
deploying suitable SNEAT
10 s ooty [FOWEFWEIs4683 Romoliant/ecium Risk [EGHREHRRHHRTGHRYNGFHGGERERRFGERTGERTGNoted | Compiiant ¥ |Lov ¥ oW/
lincidents, anomalies and Fow
lattacks through
lapprepriate monitering
tools/processes, d.
tRespond | by taking
immediate steps after
identification of the
incident, anomaly or

ttack. e. tRecover | from
incident through incident
management and other

ppropriate recovery
mechanisms.

»  Thisis to confirm that we have taken satisfactory corrective action te rectify all the areas which has been rated as medium/weak by the Cyber Security auditer. Also, the Action
Taken Report (ATR) for the same has been duly certified by the Cyber Security auditor.
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Below message after successful submission.

Success

o ATR Report has been submitted successfully.




